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Security is Fundamentally Broken



Confidential │ ©2022 VMware, Inc. 3

Security Must be Transformed

Built-in Context-centric

Bolted-on Threat-centric

Unified

Siloed
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Any Device

Any Application Traditional Cloud Native SaaS

Any Cloud Hybrid Edge Public Telco

Control Points across the Infrastructure and Endpoints

VMware Security Vision

Workload

Endpoint

Network

Identity

Cloud

Apps and 
Data
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VMware Security Journey 
far beyond standard

15,000+

AVI acquisition (DLB)  

NSX Intelligence/
Service-defined Firewall

Nyansa acquisition

Veriflow acquisition

VCN
2020

6500+ 

2012 20202013 2017 2018 20192016

NSX with 
intrinsic security

VeloCloud acquisition (SDWAN)

NSX-T
VMs, Containers, 

Bare Metal

vRealize Network 
Insight

Nicira
SDN acquisition

VCN
2018

2021

Lastline acquisition (NDR)

Carbon Black acquisition (EDR) 

DC/Cloud Security

SD-WAN

vRNI Monitoring

End Point Security
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VMware Security Solutions

Endpoint / Workload 
Security

Network Security Workspace 
Security

Cloud Security
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VMware Security Solutions
Intrinsic Security

Workload

Endpoint

Network

Identity

Cloud

Applications 
and Data

InfoSec Team

Are my endpoints/workloads secure?

- Harden: Reduce the attack surface

- Prevent: Malware/Ransomware, etc.

- Detect & Respond: What I can’t prevent

Are my endpoints/workloads secure?

- Harden: Reduce the attack surface

- Prevent: Malware/Ransomware, etc.

- Detect & Respond: What I can’t prevent

Endpoint & Workload Security
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Securing Endpoints & Workload

• Different Truths

• Different Languages

• Information Siloes

• Different Processes

Rogue Device
Detection

Next Gen 
Anti-Virus

Device
Control

App
Control

Audit and 
Remediation

Workload
Visibility

Vulnerability
Management

Endpoint Detection
& Response

SOAR

SIEM

Endpoint Workload

Detect & Respond

PreventHarden

Multiple
Agents

Multiple
Consoles

Multiple
Platforms

• No Context

Challenges
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VMware Carbon Black Cloud

ContainersVMs

Workload 
Visibility

Vulnerability
Management

Device
Control

Identify Risk

Prevent

Detect & Respond

Next Gen 
Anti-Virus

Audit and 
Remediation EDR

Managed 
Detection

AWSAzure GCWin LinuxMac
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An application used 
to be built as a monolith

Single, large code base 

The Definition of an Application Has Changed

Modern apps are built with 
microservices and APIs

Small, modular code base 

Developer Developer

REST 
API

REST 
API

REST 
API

API
Gateway

WEB
UI

WEB
UI

REST 
API

REST 
API

REST 
API
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Orchestration 
Cluster/ Network /Inter-Containers/Service Mesh

Code

Container

Cloud / Co-Lo / Corporate Data Center

{
}
{
}

5 Common Container Security Risks

Using unsecured images

Containers running with 
the privileged flag

Unrestricted comms
between containers

Containers running rogue 
or malicious processes

Containers not properly 
isolated from the host

1

2

3

4

5
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VMware Security Solution
Intrinsic Security

Workload

Endpoint

Network

Identity

Cloud

Applications 
and Data

Network Team

Is my internal network secure?

- Do I have malicious internal traffic?

- Is it compartmentalized to limit lateral 
movement?

Is my internal network secure?

- Do I have malicious internal traffic?

- Is it compartmentalized to limit lateral 
movement?

Network Security

InfoSec Team

Are my endpoints/workloads secure?

- Harden: Reduce the attack surface

- Prevent: Malware/Ransomware, etc.

- Detect & Respond: What I can’t prevent

Are my endpoints/workloads secure?

- Harden: Reduce the attack surface

- Prevent: Malware/Ransomware, etc.

- Detect & Respond: What I can’t prevent

VMware Carbon Black

EPP/CWP: Harden-Prevent-Detect-Respond
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Network Security
VMware NSX
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VMware

NSX Full DC Networking and Security

Switching Routing
Service
Mesh

VMware NSX
SDDC

ADC/LB/
WAF [Avi]

Internal 
Firewall

IDS/IPS / 
Internal Firewall

VMs Containers Bare-metal
VMware

Cloud

Public 
CloudOutposts
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LOAD BALANCER/WAF

FIREWALL

IDS/IPS

ANALYTICS

SWITCH 3

SWITCH 4

SWITCH 5

SWITCH 6
SWITCH 1 SWITCH 2
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FIREWALL

IDS/IPS

LOAD BALANCER/WAF

ANALYTICS

SWITCH 3

SWITCH 4

SWITCH 5

SWITCH 6
SWITCH 1 SWITCH 2
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FIREWALL

IDS/IPS

LOAD BALANCER/WAF

ANALYTICS

SWITCH 3

SWITCH 4

SWITCH 5

SWITCH 6
SWITCH 1 SWITCH 2
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FIREWALL

IDS/IPS

LOAD BALANCER/WAF

ANALYTICS

SWITCH 3

SWITCH 4

SWITCH 5

SWITCH 6
SWITCH 1 SWITCH 2
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LOAD BALANCER/WAF

FIREWALL

IDS/IPS

ANALYTICS

SWITCH 3

SWITCH 4

SWITCH 5

SWITCH 6
SWITCH 1 SWITCH 2
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IDS/IPS

LOAD BALANCER/WAF

FIREWALL

ANALYTICS

SWITCH 3

SWITCH 4

SWITCH 5

SWITCH 6
SWITCH 1 SWITCH 2
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IDS/IPS

LOAD BALANCER/WAF

ANALYTICS

FIREWALL

SWITCH 3

SWITCH 4

SWITCH 5

SWITCH 6
SWITCH 1 SWITCH 2
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IDS/IPS

SWITCH 3

SWITCH 4

SWITCH 5

SWITCH 6

LOAD BALANCER/WAF

ANALYTICS

FIREWALL

SWITCH 1 SWITCH 2
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FIREWALL

LOAD BALANCER

SW ITCH 5

ANALYT ICS
SW ITCH 4

SW ITCH 3

SW ITCH 6
SW ITCH 1 SW ITCH 2

IDS/IPS

NSX
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Network virtualization and Security

VMware NSX

Switching Routing
Service
Mesh

VMware SD-WAN Platform

Cloud
Connectivity

Security AccessRouting

VMware NSX - SDDC

ADC/LB/
WAF [Avi]

Internal 
Firewall

IDS/IPS / 
Internal Firewall

VMs Containers Bare-metal
VMware

Cloud

Public 
CloudOutposts
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Key Use Cases

Create Zones in 
software with no 
network changes

Quickly segment using 
existing constructs

Stop lateral movement 
of attackers by blocking 
vulnerabilities

Stop malware from 
spreading in VDI 
environments

Easily achieve compliance 
for PCI-DSS, 
HIPAA, SOX

Eliminate blind-spots

Replace discrete 
centralized appliances

Use native distributed 
IDS/IPS capabilities 
in NSX—simply “turn 
it on”

Secure VDI Compliance
Appliance 

Consolidation
Network 

Segmentation
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Web_tier

NSX Service-defined Firewall: Massively Simplifies Operations

DB_tier X

New workloads 
inherit policies

+

App_tier

X

X

Policy is retired 
with the workload

Policy moves 
with workload, 
no dropped 
connections
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Perimeter

Test Prod

of data center 
traffic is East-West~85% 

Dev

Network Segmentation

Use existing objects

Test/Dev/Prod

Network/Tags

Quickly achieve compliance

Quickly deploy independent of 
scale

Immediate application level 
visibility

No network changes
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Desktop Pool

SIMPLE RULES

User B in Desktop Pool can access Finance_app

Finance_app

Users in Desktop Pool cannot talk to each other

P G B

Deny communication between 
VDI instances

Stop lateral malware
movement

Identity based policy

Use exiting user groups

Supported for both VDI and 
RDSH 

Works with BOTH Citrix and 
Horizon

Identity Based Firewall - Secure VDI
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Distributed Firewall Distributed IDS/IPS

NSX Intelligence

Firewall

IDS/IPS

Firewall

IDS/IPS

IDS/IPS
Manager

Firewall
Manager

Firewall

IDS/IPS

Reduction in 
traditional firewalls60%

Internal Appliance Consolidation

Replace physical appliances

Unified management for Firewall 
and IDS/IPS

Move enforcement clos to the 
workload

Save time and money

Power and cooling

Operational simplicity
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Radically Change the Equation: Cost, Complexity, Capacity

Simplified Network 
Architecture

Operational 
Simplicity

Distributed 
Performance
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VMware Security Solutions

Endpoint / Workload 
Security

Network 
Security

Software-defined 
security services: 

firewall, IDPS, and WAF; 
fully distributed for E/W 

traffic in data centers, 
clouds, and the edge

Workspace 
Security

Modern management 
and EDR capabilities for 
a Zero Trust approach to 
endpoint security while 

providing an exceptional 
user experience

Cloud 
Security

Ability to detect security 
misconfigurations, 

monitor compliance and 
scale best practices to 

teams using public cloud 
infrastructure providers

Advanced capabilities 
for endpoints and 

workloads: EDR, NGAV, 
visibility to identify risk 

and hardening based on 
behavior and intent
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VMware - Best In Class DC Security

DMZ

Web

Web

App

Db

Web

App

Web

App

Db

Web

VMware NSX Advanced 
Load Balancer/WAF

VMware Carbon Black 
Workload Protection
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VMware NSX 
Distributed Firewall
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Thank You


